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q Recap: SSL/TLS-based VPN

q A bit of history

q Public-key cryptography

q Diffie-Hellman key exchange

q Rivate-Shamir-Adleman (RSA) math background

q RSA algorithm



SSL/TLS based VPN



A bit of history



Public-key cryptography

Generate two sets of keys

q Public key for encryption

q Private key for decryption

Also, for authentication

q Private key for signature

q Public key for verifying the signature



Diffie-Hellman key exchange

q Exchange secret key over insecure channel

q Communicating parties agree on:

§Number p: big prime number (2048-bit number)

§Generator g: small prime number

q Alice picks x, a random positive integer, x < p

q Bob pick y, a random positive integer, y < p



DH key exchange



DH key exchange



DH public-key encryption

q Originally, DH allows parties to exchange a 
secret key

q What we need

§ Public key: known to everyone, used for encryption

§ Private key: known to the owner, used for decryption

§Algorithm for encryption and decryption



DH public-key encryption



RSA math background



The RSA algorithm


