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Day 18: More TCP



Pushing the Envelop

q What is the main objective in a SYN flood attack?

q Why do SYN cookies work in this case?

q What could be the next logical target?



Security Tradeoff

q The server must keep accepting 
new connections.

q There is thus a tradeoff 
between security and 
performance

q Figuring out the right balance is 
the job of a good engineer

Security Performance



The Main Problem

q Unlevel playing field

q Easy to spoof packets

q Easy to send packets

q Server must expand 
resources first



Current Defense Trends

q Need more defenses that are on-
premises

q Involve users in the defense process

Image on the right: https://support.vagaro.com/hc/article_attachments/360002228693/2.png
Image on the left: https://xkcd.com/233/

https://support.vagaro.com/hc/article_attachments/360002228693/2.png
https://xkcd.com/233/


Connection Flood Attacks
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Connection Flood Attacks



Why do Connection Floods Work?

q Compared to a SYN flood, the success of a 
connection flood is dependent on

𝑟!""!#$ > 𝑟#%&&'#"(%&) !##'*"'+

q How can an attacker ensure this condition?

§They use large botnets, e.g. the Mirai botnet peak at 
650k bot devices!



Client Puzzles

Client Server

SYN

Client Server

SYN

Client Server

SYN/ACK || puzzle

SYN

Client Server

SYN/ACK || puzzle

SYN

Client Server

ACK || solution

SYN/ACK || puzzle

SYN

Client Server

Accept queue

ACK || solution

SYN/ACK || puzzle

SYN

Client Server

Server Application

Accept queue

ACK || solution

SYN/ACK || puzzle

SYN

Client Server

Server Application

Accept queue

ACK || solution

SYN/ACK || puzzle

SYN

Client Server



Crypto Puzzles

h()
<latexit sha1_base64="rAKUkiAzAA2CzMvaWLuTOHVga/o=">AAAB6nicbVDLSgNBEOyNrxhfMR69DAYhXsJuPOgx4MVjRPOA7BJmJ7PJkJnZZWZWCEs+QQQPinj1S/wEb36IdyePgyYWNBRV3XR3hQln2rjul5NbW9/Y3MpvF3Z29/YPioello5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Grqt++p0iyWd2ac0EDggWQRI9hY6XZYOesVy27VnQGtEm9ByvWSX/n+ePQbveKn349JKqg0hGOtu56bmCDDyjDC6aTgp5ommIzwgHYtlVhQHWSzUyfo1Cp9FMXKljRopv6eyLDQeixC2ymwGeplbyr+53VTE10GGZNJaqgk80VRypGJ0fRv1GeKEsPHlmCimL0VkSFWmBibTsGG4C2/vEpatap3Xq3d2DRqMEcejuEEKuDBBdThGhrQBAIDeIBneHG48+S8Om/z1pyzmDmCP3DefwA3eZC5</latexit>

Secret S || packet data
<latexit sha1_base64="Um6fX0EZ8NrQ4oi4ejHHqs3kn0w=">AAACEXicbZA9SwNBEIb3/IzxK2ppsyhCqnAXCy0DNpYRjQq5EPb2JsmSvQ9258RwufwELfwrNhaKpLWz84fYu8lZaPSFhZdnZpid14ul0GjbH9bc/MLi0nJhpbi6tr6xWdravtRRojg0eCQjde0xDVKE0ECBEq5jBSzwJFx5/ZNJ/eoGlBZReIGDGFoB64aiIzhDg9qlsotwi+k5cAVIM3pOR8PhiOY0ZrxvqM+QZe3Svl2xp6J/jfNt9mvbbvlzfO/W26V31494EkCIXDKtm44dYytlCgWXkBXdRMNkAetC09iQBaBb6fSijB4Y4tNOpMwLkU7pz4mUBVoPAs90Bgx7erY2gf/Vmgl2jlupCOMEIeT5ok4iKUZ0Eg/1hQKOcmAM40qYv1LeY4pxNCEWTQjO7Ml/zWW14hxWqmcmjSrJVSC7ZI+UiUOOSI2ckjppEE7uyCN5Ji/Wg/VkvVrjvHXO+p7ZIb9kvX0Bu+ehNA==</latexit>

Nonce N
<latexit sha1_base64="yqhPD8A6iVU/gryBmn5DaBcYKT8=">AAAB+HicbVDLSgNBEJz1GddX1KOXwSB4CrvxoBdR8OIpRDAPSJYwO+nVwdnZZaZXjEu+xIugIl69+B9exL9x8jiosaChqOqmuytMpTDoeV/OzOzc/MJiYcldXlldWy9ubDZMkmkOdZ7IRLdCZkAKBXUUKKGVamBxKKEZXp8O/eYNaCMSdYH9FIKYXSoRCc7QSt3iegfhFvNqojjQAa12iyWv7I1Ap4k/IaXjd/coffx0a93iR6eX8CwGhVwyY9q+l2KQM42CSxi4ncxAyvg1u4S2pYrFYIJ8dPiA7lqlR6NE21JIR+rPiZzFxvTj0HbGDK/MX28o/ue1M4wOg1yoNENQfLwoyiTFhA5ToD2hgaPsW8K4FvZWyq+YZhxtVq4Nwf/78jRpVMr+frly7pVOKmSMAtkmO2SP+OSAnJAzUiN1wklG7skTeXbunAfnxXkdt844k5kt8gvO2zecU5X8</latexit>

z
<latexit sha1_base64="jpgwetlz/wpDoH8/rGcQaT+doSI=">AAAB6HicbZDLSsNAFIZPvNZ4q7p0EyyCq5LUhW7EghuXLdgLtKFMpift2MkkzEyEGvoEblwo4lYfwvdwI76N08tCW38Y+Pj/c5hzTpBwprTrfltLyyura+u5DXtza3tnN7+3X1dxKinWaMxj2QyIQs4E1jTTHJuJRBIFHBvB4GqcN+5QKhaLGz1M0I9IT7CQUaKNVb3v5Atu0Z3IWQRvBoXLD/sief+yK538Z7sb0zRCoSknSrU8N9F+RqRmlOPIbqcKE0IHpIctg4JEqPxsMujIOTZO1wljaZ7QzsT93ZGRSKlhFJjKiOi+ms/G5n9ZK9XhuZ8xkaQaBZ1+FKbc0bEz3trpMolU86EBQiUzszq0TySh2tzGNkfw5ldehHqp6J0WS1W3UC7BVDk4hCM4AQ/OoAzXUIEaUEB4gCd4tm6tR+vFep2WLlmzngP4I+vtBy+lkB8=</latexit>

Hard to find

Find y such that (y || N)
<latexit sha1_base64="2drwBwjgyMYSeG4Zibq5A4/Xbsg="></latexit>

h()
<latexit sha1_base64="rAKUkiAzAA2CzMvaWLuTOHVga/o=">AAAB6nicbVDLSgNBEOyNrxhfMR69DAYhXsJuPOgx4MVjRPOA7BJmJ7PJkJnZZWZWCEs+QQQPinj1S/wEb36IdyePgyYWNBRV3XR3hQln2rjul5NbW9/Y3MpvF3Z29/YPioello5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Grqt++p0iyWd2ac0EDggWQRI9hY6XZYOesVy27VnQGtEm9ByvWSX/n+ePQbveKn349JKqg0hGOtu56bmCDDyjDC6aTgp5ommIzwgHYtlVhQHWSzUyfo1Cp9FMXKljRopv6eyLDQeixC2ymwGeplbyr+53VTE10GGZNJaqgk80VRypGJ0fRv1GeKEsPHlmCimL0VkSFWmBibTsGG4C2/vEpatap3Xq3d2DRqMEcejuEEKuDBBdThGhrQBAIDeIBneHG48+S8Om/z1pyzmDmCP3DefwA3eZC5</latexit>

0 . . . 0| {z }
m bits

bmbm+1b|N |

<latexit sha1_base64="oObMne7wpgwyng8dgM0y/cZEscs="></latexit>

Regenerate N and verify that (y || N)
<latexit sha1_base64="l6lXYZvcUWNbuZuBgY5yps2VBQ0="></latexit>

h()
<latexit sha1_base64="rAKUkiAzAA2CzMvaWLuTOHVga/o=">AAAB6nicbVDLSgNBEOyNrxhfMR69DAYhXsJuPOgx4MVjRPOA7BJmJ7PJkJnZZWZWCEs+QQQPinj1S/wEb36IdyePgyYWNBRV3XR3hQln2rjul5NbW9/Y3MpvF3Z29/YPioello5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Grqt++p0iyWd2ac0EDggWQRI9hY6XZYOesVy27VnQGtEm9ByvWSX/n+ePQbveKn349JKqg0hGOtu56bmCDDyjDC6aTgp5ommIzwgHYtlVhQHWSzUyfo1Cp9FMXKljRopv6eyLDQeixC2ymwGeplbyr+53VTE10GGZNJaqgk80VRypGJ0fRv1GeKEsPHlmCimL0VkSFWmBibTsGG4C2/vEpatap3Xq3d2DRqMEcejuEEKuDBBdThGhrQBAIDeIBneHG48+S8Om/z1pyzmDmCP3DefwA3eZC5</latexit>

0 . . . 0| {z }
m bits

bmbm+1b|N |

<latexit sha1_base64="oObMne7wpgwyng8dgM0y/cZEscs="></latexit>

Server

Client

Server

The best way to find y is by brute force.

Average number of hashes = 2m�1
<latexit sha1_base64="N+VIqCRhqtpqxR91DB1eI+KavRg="></latexit><latexit sha1_base64="iy5TQMeSx6EXwXhkADXgI1Q5mDA="></latexit><latexit sha1_base64="iy5TQMeSx6EXwXhkADXgI1Q5mDA="></latexit><latexit sha1_base64="9vjh3ZqoMEsNNLTBYFJw6dZJCWw="></latexit>



Client Puzzles in Action



State of the Queues



Impact on CPU Utilization



Next Steps

q Heterogeneous set of devices, setting the puzzle 
difficulty can be very challenging!



Recap

q Why is TCP vulnerable to state exhaustion 
attacks?

Exploit Targets By Mitigated by Limitation of mitigation technique

Syn Flood The listen 
queue

Sending a barrage of 
SYN packets and not 
ACKing the SYN-ACK

SYN Cookies Fails when there is a connection flood.

Connection 
Flood

The accept 
queue

Completing a lot of 
connections faster 

than the application 
can process them

Client puzzles
Need to determine a balanced puzzle 

difficulty, especially with 
heterogeneous devices.


