
CSSE 490
Network Security

Day 17: TCP State Exhaustion 



Transport Layer Protocols: TCP vs UDP
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Transmission Control Protocol

Goal

Provide reliable communication over an unreliable
channel

Unreliable Channel

Application Layer

Transport Layer TCP Agent TCP Agent

User space

Kernel space

Question: How does the 
agent know which 

application to send packets 
to?



TCP Initilization
i n t main ( i n t argc , char ∗∗ argv )
{

// in i t i a l i zat ion code
i n t sock fd = socket (AF INET, SOCK STREAM, 0) ;

. . .

// bind the socket to the server address
bind ( sockfd , serv addr , . . . ) ;

// l i sten for incoming connections
whi le ( l i s t e n ( sockfd , backlog ) == 0) {

// accept a new connection
i n t new sock = accept ( sockfd , . . . ) ;

// talk with the cl ient
read ( new sock , data , da ta l en ) ;

. . .

send ( new sock , new data , new data len ) ;

// done with this cl ient
c l o s e ( new sock ) ;

}

// cleanup
c l o s e ( sock fd ) ;

r e turn EXIT SUCCESS ;

}

i n t main ( i n t argc , char ∗∗ argv )
{

// in i t i a l i zat ion code
i n t sock fd = socket (AF INET, SOCK STREAM, 0) ;

. . .

// this code wil l block
connect ( sockfd , serv addr , . . . ) ;

// communicate with the server
send ( sockfd , data , data l en ) ;

. . .

read ( sockfd , data , data l en ) ;

// cleanup
c l o s e ( sock fd ) ;

r e turn EXIT SUCCESS ;

}
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TCP Initialization

. . .

whi le ( l i s t e n ( sockfd , backlog ) == 0) {
i n t new sock = accept ( sockfd , . . . ) ;
. . .

}

. . .

connect ( sockfd , serv addr , . . . ) ;

. . .
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The 3-way Handshake
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State-Exhaustion Attacks

Definition:

State-exhaustion attacks attempt to deplete 
computational or memory resources at a victim 

server.

They are often combined with volumetric attacks for 
more effective Distributed Denial of Service (DDoS) 
attacks.



Impact of the Attacks

q Can you recall any recent DDoS attacks?

§Dyn, Github, Krebsonsecurity, Blizzard, etc.

q Let’s see an attack while it is taking place!

https://horizon.netscout.com/


Breaking TCP for Fun & Profit
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Recall: State-exhaustion attacks attempt to deplete computational or 
memory resources at a victim server.



SYN Flood Attack
www.sellmystuff.com
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A SYN Flood in Action



TCP Defenses: SYN Cookies

q Server replaces the listen queue with a cookie
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SYN Cookies in Action



Pushing the Envelop

q What is the main objective in a SYN flood attack?

q Why do SYN cookies work in this case?

q What could be the next logical target?



Security Tradeoff

q The server must keep accepting 
new connections.

q There is thus a tradeoff 
between security and 
performance

q Figuring out the right balance is 
the job of a good engineer

Security Performance



Connection Flood Attacks
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Connection Flood Attacks



Why do Connection Floods Work?

q Compared to a SYN flood, the success of a 
connection flood is dependent on

𝑟!""!#$ > 𝑟#%&&'#"(%&) !##'*"'+

q How can an attacker ensure this condition?

§They use large botnets, e.g. the Mirai botnet peak at 
650k bot devices!



Client Puzzles
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Client Puzzles in Action



Next Steps

q Heterogeneous set of devices, setting the puzzle 
difficulty can be very challenging!



Recap

q Why is TCP vulnerable to state exhaustion 
attacks?

Exploit Targets By Mitigated by Limitation of mitigation technique

Syn Flood The listen 
queue

Sending a barrage of 
SYN packets and not 
ACKing the SYN-ACK

SYN Cookies Fails when there is a connection flood.

Connection 
Flood

The accept 
queue

Completing a lot of 
connections faster 

than the application 
can process them

Client puzzles
Need to determine a balanced puzzle 

difficulty, especially with 
heterogeneous devices.


