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Port Numbers

q 16 bits value

q 0 – 1023: Well-known ports

§Need sudo privileges to bind to these ports, why?

§Http runs on port 80, https on 443, ssh on 22, etc…

q 1024 – 49151: Lesser well-know ports

§ SQL Server (1433)

q 49152 – 65535: Private ports



Transport Layer Protocols: TCP vs UDP
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User Datagram Protocol

q Very simple protocol

q Only adds two pieces of information on top of L3 
protocols

q Src/Dst ports, length, checksum, and data



UDP Applications

q Domain Name Service (DNS)

q Video/Audio streaming (e.g., Skype, Zoom)

q Real-time applications

q OpenVPN



UDP Header
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Memcrashed



Activity: UDP Attack

Step 1: Write code to discover which UDP ports are 
enabled

Step 2: Discover the service running on the target 
port

Step 3: Take down the service (launch a DoS attack) 
by sending no more than 100 pps

bash /proj/csse490/labs/run_server.sh


