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Network Security

Day 14: ICMP Wrap Up
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ICMP Redirect Attack
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Spoof Prevention in Linux



RPF Demo
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Two Questions

1 Can we I_aunch an ICMP redirect attack from
the outside? No bt 63( QT

d Can you use ICMP redirect to redirect to a non-

existing host?N |
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Other ICMP Attachs

d ICMP Flooding for DDoS
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Transport vs Network Layer
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1 Why is IP not enough? %5 @3
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1 Recall that IP provide @o-e@routing and
forwarding

 Source computer to destination computer, but
what about applications?



Why IP is not enough?

3 No delivery to the application - L>
~N———— T

- No reliability

- No encryption

Jd...



The Transport Layer

4 How would you know which application to send
traffic to?
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d E.g., name when sending to a household!

A Port numbers



Port Numbers
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Port Numbers = cont’d

16 bits value
Q0 -1023: Well-known ports

= Need sudo privileges to bind to these ports, why?

= Http runs on port 80, https on 443, ssh on 22, etc...

11024 - 49151: Lesser well-know ports
= SQL Server (1433)

149152 - 65535: Private ports




Transport Layer Protocols: TCP vs UDP

Connection
Packet Boundary
Reliability
Ordering
Speed

Broadcast




